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APPENDI X
Li fe-Cycl e Managenent -

| nt ernal Contr ol

Techni ques

~ This is the first attenpt to integrate control techniques
wth the life-cycle phases. The results indicate there is room
for refinement and identification of additional control
t echni ques, especially in the early phases.

The itens shown in bold (and solid bullet), below, identify
those tasks and products that are required for each LCM Phase of
an AlS project. AlSinternal control techniques to be
consi dered when devel opi ng those tasks or products are included

(not in bold) under the appropriate LCM bullets. The AIS
Internal control techniques are from Chapter 6

A Need Justification (Phase 0)

1. . ldentification of Mssion Deficiency.
o0 Functional or QOperational.

a. Al'S Pl anni ng

(1) An Al nagenent Process,that,considers i nput s
from the various involved organizations, including najor user

departments and program areas, should be applied to justify the
need for new automated equi pnent.

. (2) The planning process should establish and
docunent mssion requirenmentsS, strategy, and overall system
goal s and obj ecti ves.

2. . Conduct Anal yses.
0 Security or other vulnerability analyses.

_ o Characterizing the current and projected environnment
to include wartime role, 1f any.

0 Estimated Tine And Cost for Corrective Action (Ilevel
of effort).

, o Standardization, Integration, and Interface
Requl renent s.

a. AI'S Pl anni ng
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(1) An AI'S nmanagenent process that considers input:
fromthe various involved organi zations, including mjor user
departnents and program areas, should be applied to ensure that

new equi pment is acquired in the nost econom cal and expedition
manner .

_ _ (2) AI'S planning should be related to budgeting fo:
financial, personnel, and system resources.

(3) The AIS plannin% process shoul d take into
account relevant conputer security requirenments affecting the
scope of ADP activity.

b. Policies, Standards, and Procedures

_ (1) Policy and procedures should be established t¢
conply with systems security, privacy, and freedom of
I nformation requirenents.

¢c. Internal Audit

o (%? Internal Audit should actively participate in
review ng the devel opnent of new systens or applications and th
significant nodification of existing systens.

d. D stributed Processing and Network Operations

Control s

(1)'The_oPerating provisions in the inplenmentation
pl an shoul d be consistent wth the |aws and regul ations

governing transm ssion of data within the country and/or
Internationally.

.Informati on Reporting Requirenents Approved in
Accordance with DoD Directive 7750.5 (reference (p}).

a. A'S Pl anni ng

(1) The AI'S planning process shoul d establish and
document individual responsibility for specific actions to be
undert aken.

b. System Reporting Docunentation Controls

(1) A functional requirenments docunent shoul d be

prepared to provide the basic understanding between users and
designers of the system

_ (2) A data requirenments docunent should be prepare
to provide a data description and technical information about
data collection requirenents.
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4. .Preparation of Mssion Need Statenment (MNS) .
a. Al'S Pl anni ng

. (1) The Bjanning process shoul d establish and
docunent mssion requirenments, strategy, and overall system
goals and objectives. -

b. Systens Devel opment Met hodol ogy Control s

(1) The system devel opment process shoul d include
user need definition.

5. “ Subm ssion of MNS to LCM review and m | est one approval
authority.

a. Policies, Standards. and Procedures

_ (1) R gorous Al'S budgeting procedures should be
| mpl enented to ensure that all significantly ADP-rel ated
Initratives, expenditures, and reProPrannlng are clearly

hi ghlighted, whether or not they all wthin budget declsion
units or are spread over nultiple decision units.

b. Systens Devel opnent Met hodol ogy Control s

(1) Formal requests for new.or revised systems .
shoul d be prepared by users submtted wth proper authorization

and used to develop the conceptual system design.

C. System Reporting Docunentation Controls

. (1) A pr%ject request docunent shoul d be prepared
to provide the neans for a user to request the devel opment |,
procurenent, or nodification of software or other Al S-related

Servi ces.
B. Concepts Devel opnent (Phase 1)
1. .Mssion Need Reaffirned.

2. . Project Mnager Appointed and Chartered.

a. Al'S Pl anni ng

(1) The AI'S plannin% process should establish and
dogunfqz | ndi vidual responsibility for specific actions to be
undert aken.

b. System Devel opnent Met hodol ogy Controls

(1) A formal managenent control | ed approach for
system devel opnent shoul d exi st.
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~ (2) The project manager shoul d be authorized to
make decisions on personnel resources, scheduling, and nost
technical project matters.

(3) A managenent. project steering conmittee shoulc
be formed to oversee agg reV|é%/6rogress thro%ghout the life

cycle.
3. . Functional Onjectives Prioritized.

a. Policies, Standards, and Procedures

_ (1) AI'S resources acquisition, system design,
progranmm ng, and operating standards should be established,
coordi nated, and communicated to all affected personnel.

(2) Rigorous proiect control and performnce _
measur ement technigues (e.g., PERT, CPM) andcﬁrogress reportin
shoul d be required based upon actual cost and work-year

expenditures, deliverables provided, and nilestones achieved
(rather than upon subjective percent of conpletion estinmates).

b. Distributed Processi ng and Network Operations

Control s

_ (1) A central control function should be
established to coordinate control reviews of network assets an

resources at all network | ocations.

(2) Network output requirenents, operating
schedul es, processing Proce ures and facility coordination
policies should be fully established.

_ . (3) policy agreenments should exist for
communi cations transmssions, including provisions to
effectively interface software applications and data bases amo:

coordi nated network facilities.

c. Systens Devel opnent Met hodol ogy Control s

(1) The system devel opnent process shoul d incl ude
user need definitlhon.y P P

_ (2) Procedures should exist to ensure that no dats
Is lost or erroneously changed during conversion to the newy

desi gned system

(3) Users should acti vel articipate in system
devel opnent . y P P y

d. Data | nput Controls

(1) a validation and editing shou|d be perform
as early as possP%}e In the data r]ovvto i nsure that thé: ‘
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application rejects any incorrect transaction before its entry
Into the system

4. . Develop Functional Descriptions.

a. Policies, Standards, and Procedures

_ (1) AI'S resources acquisition, system design,
progranm ng, and operating standards should be established,
coordinated, and comunicated to all affected personnel.

b. Distributed Processing and Network Operations

Controls

_ (1) Policy agreenents should exist for
comuni cations ‘transm’ssions, including provisions to

effectively interface software applications and data bases amon
coordinated network facilities.

c. Systens Devel opnent Met hodol ogy Control s

(1) Users should actively participate in system
devel opment .

d. System Reporting Docunentation Controls

_ (1) A data requirenents docunment shoul d be prepare«
to provide a data description and technical i nformation about
data collection requirenents.

5. . Denonstrate Feasible Alternatives.

a. Al'S Planning

_ (1) AI'S planning should be related to conparing ane
sel ecting anong system alternatives based upon quantified life-
cycle cost, benefit, “and risk projections.

b. Systens Devel opnent Met hodol ogy Control s

_ (1) The conceptual system design should be used to
determ ne the technical and operational feasibility of the
system

C. System Reporting Docunentation Controls

(1) A cost-benefit analysis docunment should be
prepared to give managers, users, designers, and auditors
adequate information to evaluate alternative approaches for
significant system additions or nodifications.

6. . Update Cost and Time Estinmates.
a. ALS Planning
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(1) An Al'S managenent process that considers inputs
fromthe various involved organizations, including nmajor user
departments and program areas, should be applied to ensure that
new equi pnment is acquired in the nost econom cal and expeditious
manner.

_ _ (2) AIS planni ng should be rel ated to budgeting for
financial, personnel, and syStem resources.

b. Systens Devel opnent Methodology Control s

(1) Specific tasks and tinefranes for conpleting
t he tasks shoul'd be established for each menber of the
devel opnent project.

c. System Reporting Docunental ion Controls

(1) A cost and/or benefit analysis document. shoul d
be prepared to give managers, users, designhers, and auditors

adequate information to evaluate alternative approaches for
significant systemadditions or nodifications.
7. » Prelimnary Planning (Training, Log)

a. AIS Pl anning

_ _ (1) AIS pl anni ng should be rel ated to budgeting for
financial, personnel, and system resources.

b. Policies, Standards , and Procedures

_ _ (1) Al apprBBriate organi zati onal conponents of
the site involved wth ADP systens shoul d be defined and clearl)

assigned their respective areas of functional responsibility.

... (2) Procedures describing the manner and
responsibility for performance between users and ADP shoul d be

establ i shed, coordinated, and communicated to all affected
or gani zati ons.

c. Oganizational Controls

_ _ (1) The ADP function should be placed sufficiently
high in the organization to ensure its Independence from ot her
site operations.

2) Major organizational units within ADP shoul d be
descri bed and(t%eirlresp&%sibi?it?es del i neated and docunent ed.

_ _ (3) Training prograns should exist to maintain and
build skills,  ‘know edge, and ability in systens technol ogy as
wel |l as internal control and ADP security requirements .
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d. Wrkload Scheduling Controls

(1) Formal input and/or output control procedures
shoul d be established and docunent ed.

QZ) The control group should establish and docunent
formal scheduling procedures, schedul e production runs and other

wor kl oads, and reschedul e aborted or erroneous processing.

e. Mal function Reporting and Preventive Mii ntenance

Control s

_ (1) Formal malfunction reporting procedures shoul d
be ?Sffb€JShed and docunented for the data processing
i nstallation.

f. User Billing and Charge-back Control s

(1) Procedures for user billing and charge shoul d
be docunent ed.

Distributed Processing and Network Operations

Control s

o %1) The distributed processing requirenents
definitions should be responsive to nanagenent objectives in
terns of the hardware configuration, data base configuration and
hardware, and conmuni cations network interface.

(2) The operat[n% provisions in the inplenentation
pl an shoul d be ‘consistent wth the |aws and regul ations
governing transmssion of data wthin the country and/or
Internationally.

. (3) Network data policies should require that data
set ownership be clearly established.

_ ~ (4) Policy agreenents should exist for _
communi cations transmssions including provisions to effectively
Interface software applications and data bases among coordi nated
network facilities.

h. Data Oigination Controls

. Data Input Controls

j. Data Processing Controls
k. Data Qutput Controls
1. Mcrocomuter Controls
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8. “ Develop Acquisition Strategy.
9. .Standardi zation and Interoperability.

a. Distributed Processi ng and Network Operations

Control s

(1) The operating provisions in the. inplenentation”
pl an shoul d be consistent wth the [aws and regul ations
governing transm ssion of data within the country and/or
Internationally.

_ _ (2) Appropriate techniques and policies should be
Instituted for standardizing data definitions of shared data,
mai ntai ning conmon data dictionaries, and reconci ling deviat ion:
In data definition at renote facilities.

10. .Areas of Risk and Uncertainty ldentifi ed.

a. Internal Audit

_ _ (1) The responsibility of the internal audit
function in relation to ADP should be clearly docunented.

h. Administrative Controls

(1) Responsibility for conducting risk analyses
shoul d be formal 'y assigned.

.. (2) Risk analysis studies should neasure
vul nerability related to the potential for the follow ng:

(a) Fraud or theft,

_ _ (b) Inadvertent error or inproper disclosure of
| nformation,

(c) Financial |oss,

_ _ (d) Harmto individuals or infringement on
privacy rights,

_ _ ge)_Lpss of proprietary data and harmto
organi zational activities.

_ (3) A Specific tinetable for conducting risk
anal ysi s studies should be established, with the tine between

studi es”’ being comensurate wth the sensitivity of the
| nformation processed.

4) Procedures should require that a risk analysis

be performed before the approval of design specifications for
conputer installations or whenever significant changes are nade
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to the physical facility, hardware, or operating system
sof t war e.

11. « Develop AIS Transition Strategy.
12. « Establish Configuration Minagenent D scipline.

a. Policies, Standards, and Procedures

_ (1) AI'S resources acquisition, system design,
programm ng, and operating standards should be established,
coordi nated, and communicated to all affected personnel.

13. . Electronic Counterneasure Requirenents.
14. . Plan for Preparation of T§E Pl an.

a. Policies, Standards, and Procedures

(1) Rigorous project control and performance _
measur enent techniques (e.g., PERT, CPM and progress reporting

shoul d be required based upon actual cost and work-year
expendi tures, deliverables provided, and m|estones achieved
(rather than upon subjective percent of conpletion estimates).

15. . Communi cations Requirenents.
16. . Privacy and Security Requirenents.

a. AI'S Pl anni ng

(1) The AIS pIannin% process should take into
account relevant conputer security requirements affecting the
scope of ADP activity.

17. . Contractor vs. |n-House Analysis.
a. AI'S Pl anni ng

(1) An Al'S nmanagenent process that considers iInput
from the various involved organizations, including mjor user
departments and program areas, should be applied to assure that

new equi pnent is acquired in the nost econom cal and expeditiot
nmanner .

_ (2) AIS planning should be related to caonparing an
sel ecting anong system alternatives based upon quantified Ife
cycle cost, benefit, and risk projections.

18. « Preparation of System Decision Paper (Spp-1).

19. * Submit SDP to LCMreview and m | estone approval
authority.

a. Al'S Pl anni ng
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_ (1) AIS planning should be related to conParing and
sel ecting among system al ternatives based upon quantified life-
cycle cost, benefit, and risk projections. A full cost benefits
analysis Is not expected until M1lestone 11.

(2) The planning process should nmeasure and conpare
actual acconplishments wth expected performance throughout the
systemlife cycle.

b. Systens Devel opnent Met hodol ogy Controls

(1) A formal managenent cent rolled approach for
system devel opnent shoul d exi st.

(2) The system devel opnent process shoul d include
conceptual system desi gn.

(3) Formal requests for new or revised systens
shoul d be prepared by users submtted wth proper authorization
and used to devel op the conceptual system design.

_ (4) The conceptual system design should be used to
determ ne the technical and operational feasibility of the
system

C. Design (Phase 2)
1. . Mssion Need Reaffirned.
a. AI'S Pl anni ng

(1) Regul ar internal audit review and reporting
shoul d be conducted regarding conpleted and proposed pl anning
decisions in relation to m ssion requirenents.

2. . Functional System Design Revalidated.
0 Basel i ne Updat ed.

a. Policies, Standards, and Procedures

_ (1) AI'S resources acquisition, system design,
programm ng, and operating standards shoul d be established,
coordinated, and conmunicated to all affected personnel.

b. Systenms Devel opnent Methodol ogy Controls

_ (1) The conceptual system design should be used to
detfrn1ne the technical and operational feasibility of the
system

3. “ Develop AIS Specifications for hardware, software and
dat abases.
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a. Data Oiqgination Controls

S (1) Special forms should be used to guide the
initial recording of data in a uniformformat.

(2) Source docunents should be designed in such a

manner as to mnimze errors and om ssions and to ensure data
uniformty.

_ (3) Source docunents should be pre-numbered, if
appropri ate.

14) For each type of transaction, the source
document shoul d provide a unique identifying code.

(5) Each transaction should have a cross-reference
gunber that can be used to trace data to and fromthe source
ocunent .

b. Policies, Standards, and Procedures

_ (1) AI'S resources acquisition, system design,
programm ng, and operating standards shoul d be established,
coordi nated, and communicated to all affected personnel.

¢c. Technical Controls

_ (1) Separate security software should be used to
provide control over the site’ s conputer resource.

_ (2) The security software should control access to
termnals, rempte job entry station, individual automated data

files, application prograns, and other system software;

(3) Security software functions should be
adequately supported by proper manual procedures.

4) The vendor or devel oper of the security

sof t war e shouﬁ provide a conpletely documented description of
Its design and operation.

15) The control functions performed by security
sof tware should not be able to be overridden or Dbypassed.

_ The security software should provide an audit
trail of all "authorized useS and unauthorized attenpted accesse
of conputer resources under control.

_ _ %7) The security software should control access to
data in a different manner t’han access to other conputer
resour ces.
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(8) The security software should be transparent to
al | application prograns and to all other system software.

(9) In an on-line environment, there shoul d be
access security control based on the classification of file data
and devi ces.

o ~(lo) Sensitive files, such as securitY
classifications or Privacy Act restrictions, should be properly
| dentified as such, and appropriately secured.

d. Operating Systens Controls

_ _ (1) The operating system shoul d prohibit one
application program from accessing menory or data of another
application program that is processing sinultaneously.

_ $2) The use of privileged instruction of the
operating system should be strictly controlled.

_ _ (3) The operating system should prohibit an
i cation program from accessing Oﬁerat|ng system

appl -
structions, password tables and other security algorithns.

| N

~ (4) The operating systemshould prohibit operators
fromentering application data or changing users’ nenory val ues
at the conputer console.

(5) The operatin? system shoul d control all input
and or output functions of dafta tTiles.

ﬁ?)_cpe(atin system instructions, password tables,
and ot her authorization algorithnms should be protected from
unaut hori zed access when the conputer systemfails.

_ _ (7) Provisions should be nade to prohibit
application_prograns fromoverriding or bypassing errors that
are detected during processi ng.

ﬁ%? Al'l application prograns orother system
software should be run only when the operating systémis
oper ational .

(9) An audit trail of all operating system actions
shoul d be maintained either on the automatic console |og or as

part of the conputer systenmis job accounting dat a.

(10) The conputer systenis internal clock should be
adequately protected from unauthorized access.

(11) The oPerating system shoul d adequately and
accurately schedule all jobs run on the conmputer system

e. System Utilities Controls
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.. (1) Controls that detect processing errors in
systemutilities should not be able to be overridden or
bypassed.

_ (2) Systemutilities should not be able to be used
to override or bypass controls within other system so ftware Or
application prograns.

f. Program Library Systens Controls

(1) A programlibrary system should be used to
control application prograns.

?2) The program |ibrary system should restrict
access to application programs , control novenment of prograns
fromtest to production nodes, control novement of prograns from
source code to object code, and control changes to application
prograns.

_ (3) Control functions perfornmed by the program
library system’'should be protected so they cannot be bypassed.

_ _ &4) The program |ibrary system should provide an
audit trail of all changes made to application prograns.

_ (5) The program |ibrary system should prevent the
exi stence of nore than one version of a source code and obj ect
code program

g. File Mintenance Systens Controls

(1) A file maintenance system should be used to
control all disk and tape data set.

_ (2) The file maintenance system should control the
establ i shnent, use, and retention of autonated data files.

&3) Functions of the data communications system
shoul d be protected so that they cannot be overridden or
bypassed.

(4) A built-in hardware identification code should
be checked by the data communi cations systemto ensure that no
unaut hori zed termnals are being used.

(5). The data communi cations system shoul.d use a
table of authorized termnal addresses to allow polling wth the
comuni cati ons networK.

_ (6) Control functions perforned by the file
mai nt enance system shoul d be protected so that they cannot be
overriden or bypassed.
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(7) The file maintenance system should include
redundancy controls such as prohibiting nore than one data file
from having the same volume serial nunber.

_ ﬁ?) User authorization codes or passwords should be
required by the data conmunications systemto access the
conput er system and application prograns, other system software
and to enter transactions.

_ (9) Different authorization codes should “be
required to enter different types of transact ions.

S (10) The authorization code should identify the
|Rd|vu?ual using the termnal and should be periodically
changed.

(11) A nonprinting and/or nondisplaying facility
shoul d be used when keying in and acknow edgi ng user
aut hori zation codes.

(12) A termnal identification check should be
performed by the data comuni cations system so that various
transaction types can be limted to authorized data entry
stations.

(13) The security matrix or table used to control
access to the application system should be properly protected to
prevent unauthorized access.

h. Data Conmuni cations Systens Control s

_ (1) A data communications system should serve as
the interface between termnals and the central data processing
system

(2) Functions of the data comunications system
shoul d be protected so that they cannot be overridden or
bypassed.

C§3) The data communi cations system should control
access to and use of termnals, poll and receive nessages from
conputer termnals or other conputers , address and send nessages
back to conputer termnals or other conputers , edit and format

| nput and output nessages , handle error situations , reroute
traffic when termnals or lines are inoperative, and perform on-
line formatting on visual display termnals.

(4) Abuilt-in hardware identification code should
be checked by the data comnmuni cations systemto ensure that no
unaut hori zed termnals are being used.

(5). The data comuni cations systemshould use a
table of authorized termnal addresses to allow polling with the

conmuni cati ons networKk.
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_ 6) User authorjzation codes or passwords shoul d be
required by the data communications systemto access the

conputer system and application progranms, other system software,
and to enter transactions.

_ (7) Dfferent authorization codes should be
required to enter different types of transactions.

L (8) The authorization code should identify the
|Qd|vu?ual using the termnal and should be periodically
changed.

(9) A nonprinting and/or nondisplaying facility
shoul d be used when keying in and acknow edgi ng user
aut hori zation codes.

(10) A termnal identification check should be
performed by the data communi cations system so that various
transaction types can be |[imted to authorized data entry
stations.

(11) The security matrix or table used to control
access to the application systemshould be properly protected to
prevent unauthorized access.

_ - (12) A nmessage header should be used by the data
communi cations systemto identify the source of the nessage,
I ncluding proper termnal and use authorization code, message
sequence nunber, including total nunmber of nessaﬁe segment s,
transportation type code, and transportation authorization code.

(13) This nmessage header should be validated by the
data conmmuni cat’ions systemfor proper sequence nunber fromthe
Identified termnal, proper transaction code and /or user
aut hori zation code for the termnal or user, and nunber of
nmessage segments received equal to the count indicated in the
nessage header, proper acknow edgnent fromthe terminal at the
end of a transmi ssion, and balancing of debit and/or credit
totals derived from adding all nessage segnents and conparing
themwth corresponding totals in the nmessage header.

(14) The data conmmuni cations system should include
an end-of -transmssion trailer that includes nessage and

segment, value totals, including debits and credits, if
appropriate, and an ending symbol .

_ (15) The data conmunications systens shoul d
reconcile counts and totais wth header counts and totals.

(16) The data conmunications system should send
acknow edgnments to the termnal indicating receipt of nessages

and periodically test Iine and termnal operating status wth
standardi zed test nessages and responses.
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_ (17) The data conmunications system should use
bquerlng to queue nessages when a device, such as a termnal,
IS busy.

- (18) The data conmmuni cations system should maintain
a transaction log of sequentially nunbered and/or time-of-day-
noted transactions.

o _ (19) The transaction |[og should record the
originating termnal, user authorization code, message
Identification, transaction type code, tine of day that the
transaction was |ogged, and transaction data.

. ~(20) The transaction |og should provide part of the
audit trail, account for all error messages, and record, with
control totals, all retrievals made by a particular termnal.

(21) All nessages awaiting transm ssions should be
| ogged by the data conmmuni cations system before beln? Put I nto
the transm ssion queue and then purged after successfu
t ransm ssi on.

|. System Software Change Control s

(11 Formal docunment ed systemsoftware change
procedures shoul d be established.

(2) Procedures should be established so that the
accepted enmergency nodifications wll be incorporated into the
next operational version of the system software.

(3) Procedures should be established to ensure tha:
emergency system software nodifications are inmmediately
subjected to a system acceptance test.

j. Data Base Managenment Systens Control s

. . (1) Were a%propriate, responsibility for .
adm ni stering the data base environment should bé established a
a high enough |evel to ensure independence.

(2) The vendor or devel oper of the data base
managenent system shoul d provide a conplete docunented
description of its design and operation.

_ (%? The data base managenent system shoul d provide
security over data base accesses, control the addition,
nodi fication, and deletion of data, and provide a conplete
docunment ed description of its design and operation.

(4) Integrity of data maintained within the data

base shoul d be ensured thrpugh utility prograns that check the
physical |inkage of data within the database, control records
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that maintain interimbal ances of transactions and apply

appl i cation programm ng standards that include procedures for
maintaining integrity.

(5) Data base managenent system functions should be
adequately supported by proper manual procedures.

(6) Functions of the data base managenent System
shoul d be protected so that they cannot be overridden or
bypassed.

(7) The use of restricted instructions should be
| ogged and checked periodically.

_ ~(8) The data base nmanagenent system shoul d use
aut horization codes or passwords to control access to data
| tens.

(9) The data base nmanagenent system should record
unsuccessful attenpts to access the data base.

_ . (10) The data base managenent system should record
?ﬂlcg ?ppélcatlon prograns have accessed each data itemwthin
e data base.

_ (11) The data base managenent system shoul d prevent
si mul taneous updates to a record.

(12) The data base managenent system should prevent

shared data from being deleted wthout consent of all users of
the data.

(13) A log should indicate whether an application
program has read, updated, created, or deleted a data item

(14) Al errors discovered by the data base
managenent system should be |ogged for follow up.

(15) Failures in the data base managenent system
shoul d be docunented for supervisory review.

_ _ (16) A data dictionary should be devel oped and
mai nt ai ned, docunenting the attributes of each data item and the
security over each data item

k. Central Processing Unit Controls

(1) Built-in parity bits should be used by the CPU
to ensure that all data elenent's transmtted through the
Internal circuitry are correctly transmtted.

(2) Redundant character checking should be used by
the CPU to ensure the correctness of data processing.
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(3) The CPU should use validity checks to ensure
that only valid operation codes are used.

(4) The CPU should performvalidity checks on the
nunbersdused to access nenory to ensure that only valid nunbers
are used.

(5) The CPU shoul d have autonatic interlock
controls to prevent the equipnment from performng certain
operations at the wong tine.

_ 6) Log should be maintained to record CPU neter
readings at the start and end of each shift, and variances
shoul d be expl ai ned.

1. Peripherals Controls

(1) Parity checks of both individual and bl ocks of
data should be nmade to ensure that all data elenments are
transmtted accurately.

(2) Validity check controls should be used to chec
the results of an operation with all possible valid solutions.

_ (3) Echo checks should be used to ensure that a
transwltted command Is actually perforned or the data sent is
correct.

4) A read-after-wite check should be used to
ensure that the record just witten was correctly recorded.

ﬁ?) Equi pnent di agnostic tests should exist for th
conputer to check if the equipnent is functioning properly.

(6) Wth direct access storage devices, address

conpari sons should be made to verify the address to which data
IS to be witten with the address called for by the instruction

(7) Print synchronization controls should be used
to check the timng of the printer to determne that print
hanmer s of |nﬁact printers are activated at the nonent when
appropriate characters are in the correct position.

4. . Communicatious Requirenents.

a. Distributed Processi ng and Network Operations

Control s

_ ﬁl) Har dware controls should include nmenory
protection, alternate communication routing, communicat’ion

protocols, and tinely failure recovery nechani sms;

(2) Software controls over reentrant operating
systens and current data base accesses and update shoul d exi st
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_ (3) Commonly shared and distributed data should be
designed to readlly permt integration and summarization at an
organi zation-w de [evel to neet current or anticipated
obj ecti ves.

(4) Adequate disaster and recovery procedures
shoul d be devel oped for each network processing facility. Thes e
procedures should be current and periodically tested.

_ (5) - Network data standards should require and
define data set” change control procedures.

(6) Standards and policies for general network
control should be clearly established and foll owed.

o 7) Network standards and policies should be
sufficiently broad-based, not to encunber |ocal autonony or
operating objectives.

_ _ (8) As the general network capability iIs
distributed, controls should be distributed to users.

_ o ~(9) A network policy should require the ongoing
| dentification of data set needing inter-systemconpatibility.

%10) A network should exist requiring audit trails
and backup of all network communications activity for both
network nessages and application processed data.

fll) A network inplenmentation, conversion and
acceptance plan should be developed jointly by systens and
networ k user organi zations and include user-prescribed test
procedures and acceptance criteria.

~ (12) User and system responsibilities should be
fully defined for coordinating and reconciling differences
between distributed and/or replicated data bases prior to
network I nplenmentation.

_ (13) Reconciliations should be able to be
satlsfactory performed under normal conditions, follow ng
network failures, and between varying application problens.

_ (14) Each network nessage and/or transmtted data
uni t sh?u;d contain codes that identify the sender and intended
receiver(s

(15) Al changes made to network operating systens
software at renote processing facilities should be controlled by
or

the central and/ In network processing facilities.
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_ (16) A network data revi ew nechani sm shoul d be
established to admnister conmpatibility between system and dat:
as the network grows.

b. Systens Devel opnent Met hodol ogy Control s

_ (1) The system -devel opment process shoul d include
detailed system analysis and design.

_ (2) Planning for the new facility to include
reliable power, (UPS) , conmunications |ines, air conditioning,
raised floors, (if applicable) , fire protection equipmnent.

_ (3) Additional hardware and system software
requi renents shoul d be consistent wth ADP plans and be include

In the cost and/or benefit analysis, and be used to prepare the
conput er prograns.

(4) Users should actively participate in system
devel opnent .

_ (5) The detailed system design should be consisten
wth the conceptual design, be ‘based on the feasibility study

and on the cost-benefit analysis, and be used to prepare the
conput er prograns.

c. System Reporting Docunentation Controls

(1) Detailed system and/or subsystem specification
shoul d be devel oped.

(2) Detailed program specifications should be
devel oped for all progranms of the system

(3) Detailed specifications should be developed fo
data bases used by the system

d. Data Oiqgination Controls

_ (1) Duties should be separated to ensure, unless
authorized, that no one individual performs nore than one of ti
followng: originating data, entering data, processing data, 01
di stributing output

_ (2) Access to source docunments , blank input forns ,
and copi es of source docunments should be restricted to
aut hori zed personnel only.

QS) Aut hori zi ng signatures should be used for all
paper transactions, when required.

4) Duties should be separated within the user

organi zation go ensure, unless authorized, that one individual
does not prepare nore than one type of transaction.
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_ ~ (5) Duties should be separated within the user
organi zation to ensure, unless authorized, that noone _
i ndi vi dual perfornms nore than one of the followi ng: originating
t he source docunent, authorizing the source docunent, or
controlling the source docunent.

(6) The user organization should have a control

group responsi bl e for collecting and conpl eti ng source
ocuments.

(7) This control group should verify that SOurce
documents are conpl ete and accurate. Furthernore, all docunents
shoul d be accounted for, be transmtted in a tinely manner, and
have been appropriately authorized.

_ (8) A separate user group should perform the input
function when the user organization is responsible for its own
data entry.

o (9) The control group should identify errors to
facilitate the tinmely correction of erroneous information.

(10) Error logs should be used to ensure tinely
followup and correction of unresolved errors.

o gll) Originators of source docunents should be
notified by the control group of all errors.

e. Data Input Controls

_ (1) Password controls should be used to prevent
unaut hori zed use of termnals.

o (2) When keyi ng passwords and aut hori zation codes,
nonprinting and nondisplaying facilities should be used.

_ (3) An immediate report should be produced of
unaut hori zed attenpts to access the systemvia termnals.

| (4) Termnal hardware features should include the
fol | ow ng:

_ (a) Built-in termnal identifications that
automatically validate proper termnal authorization.

] (b) Terminal logs that record all transactions
processed.

(c) Record counts that are automatically
accunul ated for logging purposes.

(5) Parity checking should be used to check each
character and each nessage.
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_ (6) Error nessages should pronptly be displayed
wth clearly understood corrective actions for each type of
error.

(7) All data that does not neet edit requirenents
shoul d be rejected fromfurther processing by the application,
produce an error nmessage, and be witten on an automated
suspense f i le,

_ (8) The suspense file should include the date and
time a transaction was entered along wth the identity of the
user who originated the transaction.

(9) Suspense file Processing should create record
counts and predeterm ned control totals.

(10) Valid correction transaction should purge the
aut omat ed suspense file of corresponding rejected transactions.

(11) The suspense file should be used to control
foll owup, correction and reentry of rejected transactions.

(12) Debit and/or credit entries, rather than delete
or erase commands, should be used to correct errors on the
suspense file.

(13) Record counts and predetermned control totals
shoul d be appropriately adjusted by correcting transactions.

f14) “Intelligent” termnals should be used to allow
front-end validation, editing and control.

(15) Data validation and editing should be perfornec
as early as possible in the data flow to ensure that the
application rejects any incorrect transaction before its entry
Into the system

(16) Preprogramed keyin% formats shoul d be used to
make sure that data Is recorded in the proper field, format

(17) Conmputer-aided instruction, such as pronpting,
should be used wth on-line dialog to reduce the nunber of
operator errors.

. (18) Batch control totals, record caunts, and
predeterm ned control totals submtted by the data processing

control group should be used by the conputer-based systemto
val i date the conpl eteness of data input into the application.

_ (19) Data validation and editing should be per forme:
for all Input data fields.
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(20) |nput document should be retained in a manner
that enables tracing themto related originating docunents and
out put records.

(21) Al converted docunents and input documents
returned to the data processing control group should be | ogged
In and accounted for.

_ (22) Procedures for processing corrected o
transactions should be the sane as those for processing origina
transactions, except for the supervisory review and approval.

(23) The ultimate responsibility for the
conpl et eness and accuracy of all application processing should
remain wth the user.

(24) The termnal user should correct errors caused
by data conversion or entry.

(25) The user originating the transaction should
correct errors not caused by data conversion or entry.

(26) Al docunents entered into the application
should be signed or marked in some way to prevent accidental
duplication or. reuse of the data.

(27) The data processing organization should have a
control group responsible for data conversion and entry of all
source docunents received from users.

(28) Wth proper password protection, personnel
shoul d not be able to bypass validation and editing problens.

f. Data Processing Controls

(1) The data processing organi zati on should have a
control group responsible for controlli'ng all data processing

oper ations.

, (2) Application programs should be prevented from
accepting data from conputer ‘con-soles.

_ (3) The system should have a history log that is
printed on both a line printer and the console.

(4) Each input transaction should have a unique
ransaction ‘code that directs it to the proper

| dentifying t _
n program for processing.

fyi
applicatio

_ (5) Standardi zed default options should be built
Into the program | ogic.
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(6) Conputer-generated control totals (run-to-run
totals) should automatically be reconciled to check for
conpl et eness of processing.

_ (7) Controls should be in place to prevent operator
fromcircunventing file checking routines.

| (8) Controls should ensure that output counts equal
| nput counts.

(9) All prograns that include a table of values
shoul d have an associated control mechanismto ensure accuracy
of the table val ue.

_ ~ (10) There should be an audit trail in the
application to assist in reconstructing data files.

(11) Messages and data shoul d be able to be traced
back to the user or” to the point of origin.

(12) The application should prevent concurrent file
updat es”.

_ (13) Transactions should be date and tine stanped
for |ogging purposes.

_ (14) There should be controls to verify that proper
data is used when conputerized data is entered into the conpute]
appl i cation.

115) \WWhen computerized files are entered into the
conputer application, there should be controls to verify that
the proper version of the file is used.

- (16) Application prograns should Include routines
for checking internal file header |abels before processing.

@7)Internal trailer |abels should contain control
totals to provide a check that all records are on the file.

(18) File conpletion checks should be performed to
ensure that application files have been conpletely processed,
I ncluding both transaction and nmaster files.

(19) Record and predeterm ned control totals
generated by the application should be used by the data

processing control group to validate the conpleteness of data
processed by the system

(20) A direct update to files should cause creation
of a record added to a backup file and recording of the

transaction on the transaction history file.
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_ (21% A “before and after picture” of the naster fil
bei ng updated shoul d be maintai ned.

(22) Relationship editing should be perforned
between the 1nput transaction and nmaster files to check for
appropriateness and correct-ions prior to updating.

EZB) The data processing control group should

bal ance batch counts, record counts, and predetermned control
totals of data submtted for processing; ensure that input
and/ or work and/or output files used in conputer processing ar
correct and maintained in logs; and ensure that restarts are
properly perforned.

Mal f unction Reporting and Preventive Mi ntenance

Controls

(1) The conputer system shoul d automatically
produce a log of all-system operations.

2) Disposition notes should be entered on the
consol e | og showi ng corrective actions taken when unschedul ed
program halts occur.

(3) Job reruns should be recorded along with their
reason on the console |og.

4)The console |og, should include the date, job
nane and nunber, program nane and nunber, start and/or sto

L”WFS, files used, record counts, and schedul ed and unschedul ed
alts.

(5) Al conputer tinme should be accounted for.

- (6) Sensitive data should be renmoved from on-Iline
storage devices before equipment is turned over to nmintenance
personnel .

_ (7) Systemreliability reports should include Mear
Ti me Between Fail ures (MTBF) and Mean Tinme To Recovery (MTTR)
statistics.

h. Data Output Controls

(1) The data processing organization shoul d have ¢
control group that is responsible for reviewng all outputs
produced by the application.

(2) This group should reconcile each output batch
total, record count and predetermned control total wth input

batch totals, and record counts and predeterm ned control tota
before releasing any reports in order to ensure that .no data w

added or |ost during processing.
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(3) Atransaction |og kept by the application
shoul d be conpared regularly wth a transm ssion Io% kept at
each output device to ensure that all transactions have been
properly processed to the final output steps.

_ (4) The user should have a control group that is
responsible for reviewwng all output received fromthe data
processi ng organization.

_ ~ (5) system out put | ogs shoul d be kept to provide ar
audit trail for the outputs and to sunmarize the nunber of

reports generated, the nunber of copies of each report, the
reci pients of each report and the report security status.

(6) Transactions should be able to be traced
forward to the final outputs and backward to the original sourc
docunents.

_ _ (7) The cover sheet of every report should clearly
Identify the recipients’ nanes and |ocations.

. Data Communi cations Controls

(1) Controls over data communication devices shoulc
be established and followed to ensure accuracy and privacy of
transmtted data. The follow ng control techniques should exis
w thin data communication devices:

o (a) A unique hard-wired identification code,
requiring no human intervention for its use, should be
I ncorporated into each termnal device;

_ (b) The identification code should be checked
and validated by the conputer to ensure that no unauthorized
termnals are being used,

~ (c) Conditioned lines should be used to reduce
data transmssion errors and to nmaintain integrity of data
transmtted,

_ (d)_Scraanin?_or encryption techni ques shoul d
be used in transmtting classified data;

(e) An automatic store-and-forward capability
shoul d be used to maintain control over nessages queued for an
| noperative or for a busy conmuni cations devi ce;

_ (f) Parity checks should be used to detect
errors in the transmssion of data;

Vali1dity checks should be used to conpare
characters so tha{g£rroneousydata can be detected: P
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(h) Forward error correcting techniques shoul
be used for the detection and reporting of data conmuni cations

errors using sophisticated redundancy codes;

_ (1) Techni ques should be available for
detecting erroneous retransm ssions of data;

_ (12 Modens shoul d be equi pped with | oop-back
swtches for fault isolation. -

_ (k) A nessage intercept function should be use
to necalve nmessages directed to inoperable or unauthorized
term nal s.

5. . Update Plans for Training, Log, Support, T&E,
Devel opment and Acqui sition.

a. AIS Planning

_ _ (1) AI'S planning should be related to budgeting f«
financial, personnel, and system resources.

b. Workl oad Scheduling Controls

o (1) A formal control %{oup shoul d be established
wthin the data center to nonitor both renpte decentralized as
wel | as centralized job entry.

_ (2) The control group should be responsible for
recording and controlling the production data processed by the
data processing organization.

_ _ (3) All totals should be bal anced during and afte:
applications “processing, and all processing errors should be
controlled by the control group.

4) An authorization document or a transmttal
sheet should be required to acconpany all 1nput transactions.

SS) Al'l output reports should be visually scanned
by the control group for general accuracy and conpl eteness and
be distributed according to a formal schedul e.

(6) A priority scheme of classes or priorities
shoul d be used for scheduling work.

. (7) Source docunents shoul d be maintained for
reference in a |ogical sequence for a suitable period of tine.

(8) A systematic tine-related flow of jobs throug
each work center should be established.

c. Ooganizational Controls
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_ - (1] Transactions generally should originate and be
aut horized in an organi zation outside of ADP.

_ _ (2) Training progranms should exist to nmaintain and
build skills, know edge and ability in systems technol ogy, as
wel| as internal control and-ADP security requirenents.

d. Internal Audit

_ (1) During system planning and devel opnent,
Internal audit should ensure that the systemcarries out
prescri bed managenent policies.

_ (2) Internal audit should review general controls

I n data processing systems to determne that controls have been
desi gned according to managenent direction and | egal _
requirenents and that these controls are operating effectively
to provide reliability of, and security over, the data being
processed.

e. Distributed Processing and Network Operations

Control s

_ (1) Each network message and/or transmtted data
unit should contain codes that identify the sender and intended
recei vers]

o (2) Adequate security shoul d exist and be
periodically reviewed over data controlled by network data base
managenent systens and application and/or transaction processor
and over data handl ed at network processing facilities and
renote | ocations.

o (3) Review procedures for identifying and handlin
sensitive data should exist, and security classification for a
| evel s of data sets in the network should be devel oped,
consistent wwth information classification requirenents .

[4) Procedures stating the preferred method for

di sposi ng of sensitive network docunents at renote |ocations
shoul d exi st and be communi cated to the appropriate personnel.

_ (5) Al outgoing nessages and/or data units should
be edited for valid destination addresses.

f. Disaster Avol dance and Recovery

(1) Procedures should include steps to be. taken in
the event of an actual or likely natural disaster by fire, wate

damage, and I ntentional damage by sabotage, nob action, bonb
threats
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o (2) Procedures should exist and be applied for the
retaining and/ or copying of master files as a nmeans of
reconstructing a danaged or destroyed file.

g. Data Communications Systens Controls
(1) A data conmuni cations system should serve as

the interface between termnals and the central data processing
system

(2) The data conmmunications system should control
access to and use of termnals, poll and receive nmessages from
computer termnals or other conputers, address and send nessages
back to conputer termnals or other conputers, edit and format
| nput and out put nessages, handle error situations, reroute -
traffic when termnals or lines are inoperative, and perform on-
line formatting on visual display termnals.

6. . Rsk Analysis Reassessed.

7. « EEconom ¢ Analysis Prepared (ooblnstruction 7041. 3)
(reference (Q)).

a. Distributed Processing and Network QOperations

Control s

(1) The decision to undertake distributed

rocessing should be docunented and supported by cost and/or
enefit anal ysis studies.

| (2) A cost and/or benefit analysis of encryption
and private line acquisition should be nade.

b. Systens Devel opnment Met hodol ogy Controls

(1) The system devel opnent process shoul d include
cost and/or benefit analysis.

(2) A cost and/or benefit analysis should be
perfornmed to ensure that the conceptual systemw | produce
desired results econom cally.

_ (3) Additional hardware and system software
requi renents should be consistent wth ADP plans and be i ncl uded

in the cost and/or benefit analysis, and be usedtoprepare the
conput er prograrns.

_ (4) The detailed system design should be consi stent
with the conceptual design, be based on the feasibility study
and on the cost and/or benefit analysis, and be usedt0 prepare
t he conputer prograns.
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8. e« Configuration Managenent Discipline for Total AlS
Devel oped.

9. . Conputer Resource Acquisition Plans Finalized.

a. A'S Pl anni ng

(1) The planinﬂ process shoul d neasure and conpare
actual acconplishments with expected perfornmance throughout the
systemlife cycle.

10. .Preparation of System Decision Paper (Sbp-I1I).

a. Systens Devel opnent Met hodol ogy Controls

_ (1) The system devel opnent process shoul d include
detai |l ed system anal ysi s and desi gn.

_ (2) The detailed system design shoul d be consi stent
wth the conceptual design, be based on the feasibility study
and on the cost and/or benefit analysis, and be used to prepare
t he conputer prograns.

11. . Submt SDP to LCMreview and m | estone approval
authority.

a. Policies, Standards. and Procedures

(1) Rigorous Al'S budgeting procedures shoul d be
emented to ensure that all stgnificantly ADP-related
r

I
Initiatives, expenditures, and reProP amm ng are clearly
highlighted, whether or not they fall w thin budget decision
units or are spread over multiple decision units.

D.  Devel opment (Phase 3)
1. » Mssion Need Reaffirned.
a. AI'S Pl anni nqg

(1) Regular internal audit review and reporting
shoul d be conducted regarding conpl eted and proposed pl anning
decisions in relation to mssion requirenents.

2. . Develop Conmputer Prograns and Data Bases.

a. AS Planning

ﬁl) The planning process shoul d neasure and conpare
actual acconplishnments wth expected perfornmance throughout the
systemlife cycle.

b. Systens Devel opnent Met hodol ogy Control s
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(1) The system devel opnent process shoul d include
progranm ng.

_ (2) Additional hardware and system software
requi rements shoul d be consistent wwth AI'S plans and be incl uded
In the cost and/or benefit analysis, and be used to prepare the
conput er prograns.

_ (3) The detailed system design should be consi stent
wi th the conceptual design, be based on the feasibility study
and on the cost-benefit analysis, and be used to prepare the
conput er prograns.

_ (4) Pro%Janland system test results shoul d be
reviewed and signed by the system anal yst.

(5) Sufficient conputer tinme should be allocated
for the conversion process.

_ (6) The system should be “acceptance tested” by a
group i ndependent of the programmers and anal ysts who_desi gned
the system to ensure that it-performs in accordance Wth
specifications and meets user needs.

o (7) The system acceptance group should certify in
writing that the systemperforns in accordance with all
functional and performance specifications.

(8) This group should control all changes to the
systemto maintain its integrity on a continuing basis.

(9) The follow ng personnel should be involved in
t he system devel opment procesS: project nanagers users, system
angjysts, programmers, acceptance testers, and internal -
audi tors.

_ (10) The duties of the personnel on the devel opnent
proj ect should be clearly separated.

(11) Specific tasks and tineframes for conpleting
t he tasks should be established for each menber of the
devel opnment project.

~ (12) The project manager should be authorized to
make decisions on personnel resources, scheduling and nost
technical project matters.

(13) A managenent project steering commttee should
belforned to oversee and review progress throughout the life
cycle.

(14) Users shoul d actively participate in system
devel opment .
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c. Program Testing and System Acceptance Controls

_ (1) Programm ng and software packages shoul d be
used to inprove conputer prograns’ efficiency and effectiveness.

3. . System Support Docunentation Devel oped (User’s
Manual s) .

a. Ml function Reporting and Preventive M ntenance

Control s

_ (1) Formal malfunction reporting procedures shoul d
be eerbLlshed and docunented for the data processing
instal | ation.

(2) Computer operators should be required to keep
| ogs of all conputer processing actions.

(3) These | ogs should record start ups, errors,
reruns, recoveries, shut downs, shift changes, and maintenance
occurrences.

(4] Log pages should be sequentially nunbered.

5) Al processes and operator decisions should be
recorded chronologically in the operations |og.

(6) Console |og pages should be sequentially
nunber ed.

~(7) Formal preventive maintenance procedures should
be established and docunented for the data processing
or gani zati on.

b. Technical Controls

(%? The vendor or devel oper of the security
sof tware shoul d provide a conpletely docunented description of
Its design and operation.

(2) Security software functions should be
adequat el y supported by proper manual procedures.

(3) Library procedures shoul d be docunent ed.

(4) External 1labeling _procedures shoul d be
docunent ed.

c. Disaster Avoi dance and Recovery

(1) These control procedures need to be formally
document ed and ‘periodically tested and updat ed.
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(2) Energency procedures should be fornally
docunmented and distributed to all associated personnel.

(3) Backup arrangenents should be docunented and
formal |y agreed upon by all parties concerned.

d. Operating Systens Controls

(1) A conplete documented description of the

oRerating system s design and operation should be provided by
t he vendor or devel oper.

e. System UWilities Controls

_(fl) The vendor or devel oper of the systemutilities
shoul d provide 'a conpl ete docunented description of their design
and operation.

_ (2) A conplete directory of all available utilities
shoul d exi st.

f. Program Library Systens Controls

(1) A program library system should be used to
control application prograns.

SZ) The program |ibrary system should restrict
access to application programs, control novenent of prograns
fromtest to production nodes, control novenent of prograns from
source code to object code, and control changes to applicat ion
prograns.

_ (3) Control functions perfornmed by the program
library system'should be protected so they cannot be bypassed.

(4) The vendor or devel oper of the programlibrary

system shoul d provide a conplete documented description of the
systenm s design and operation.

(5) program library system functions should be
adequat el y supported by proper manual procedures.

g. File Mintenance Systens Controls

(1) The vendor or devel oper of the file nmaintenance
system shoul d provide a conplete docunented description of its
design and operation.

2) File mai ntenance system functions shoul d be
adequat el y supported by proper mandal procedures.

h. Data Communi cations Systens Controls
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_ (1) The vendor or devel oper of the data
communi cat i ons system shoul d provide a conplete docunented
description of its design and operation.

(2) Data comuni cations system functions shoul d be
adequat el y supported by proper manual “procedures.

| . System Soft ware Change Control s

(1) Al relevant docunentation should be changed to
reflect system software nodifications.

(2) System software changes shoul d be thoroughly
tested to ensure that nodifications function properly.

_ (3) System software nodifications should be
subjected to a system acceptance test before being placed in
oper ati ons.

j. Distributed Processing and Network Operations

Controls

1) Sunmary control reports should be distributed
to all network user organizations.

(2) Witten procedures should exist for switching
to backup equipnent, files, or systens.

| (3) Renote users should have a list of standard
termnal, mbdem and controller device settings to facilitate
probl em determ nati on.

k. Systens Devel opment Methodology Controls

(1) The system devel opnent process shoul d include
procedure preparation.

_ (2) Procedures should exist to ensure that no data
Is |ost or erroneously changed during conversion to the newy
desi gned system

1. System Reporting Docunentation Controls

(1) A plan should be docunented to test the system

(2) A test analysis report should be devel oped to
docunent the test analysis results and findings.

(3) A users or procedures manual should be
devel oped to document the functions of the system

_ (4) An operations manual should be devel oped to
describe the systemand its operational environnent for computer
operations personnel.
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(5) A program mai ntenance manual shoul d be
devel oped to give the maintenance programer sufficient

Information to understand the prograns, their operating
“environnent and their naintenance procedures.

_ 6) There shoul d be signatures or other docunented
evi dence of 0 performed systenms and progranmm ng worK.

(i} Ensure that programers inplenent established
standards for docunmenting different data processing functions.

m Data Oiqgination Controls

(1) Docunented procedures should exist to explain
the ﬁethods for source document error detection, correction, and
reentry.

n. Data Input Controls

(1) Docunented procedures should exist to explain
the methods for data conversion and entry.

QZ) Document ed Procedures should exist to explain
the process of identifying, ‘correcting, and reprocessing ‘data
rejected by the application.

0. Data Processing Controls

(1) Docunented procedures should exist to explain
the methods for proper data processing of each application
program

(2) Qperator instructions should include system
start-up procedures, backup assignments, energency procedures,
system shut down procedures , error nmessage debuggi ng

Instructions, and system and job status reporting Instructions.
p. Data Qutput Controls

(1] Document ed procedures should exist to explain
th%jnFthods for proper balancing and reconciliation of output
products .

(2) Documented procedures shaould exist to explain
the nethods for proper handl'ing and distribution of output

reports.

q. Program Change Control s

_ (1) User authorization and witten approval shoul d
be required for all program changes .
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_ (2) AI'S project nmanagenent authorization and
witten approval should be required for all program changes.

4. " Unit and System Level Test Perforned.

a. System Software Change Control s

(1) System software changes shoul d be thoroughly
tested to ensure that nodifications function properly.

_ (2) System software nodifications should be
subjected to a system acceptance test before being placed in
oper ati ons.

b. Distributed Processi ngq and Network Operations

Controls

(1) Users should participate in acceptance test,

review test results; and provide approvals for functions over
whi ch they have jurisdiction.

c. Systens Devel opnent Met hodol ogy Control s

| (1) The system devel opment process shoul d i ncl ude
testing.

_ (2) Upon conpletion of all programm ng, each
program interrel ated subsystem and the entire system shoul d be
t horoughly tested.

_ (3) Program and systemtest results should be
reviewed and si‘gned Dy the system anal yst.

(4) Prior to acceptance testing, the newy designed
system should be tested in parallel operations wth the old
system

d. System Reporting Docunentation Controls

(1) A plan should be docunented to test the system

(2) A test analysis report should be devel oped to
document the test analysis results and findings.

e. Program Testing and System Acceptance Controls

(1) Each program subsystem and then the entire
system shoul d be tested.

(2) Test data should be treated like [ive data, as
opposed to entering codes in the test data to indicate that it
IS not normal Productlon data. Wen using testdata in a live
system it would be nmandatory to nmake it as test data.
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_ _ (3) System acceptance transactions should be tested
like |ive transactions, as opposed to having special codes

entered in the transaction to indicate that it is not nornal
product ion data.

(4) Sufficient volumes of test and system
acce?tance transactions that have a wide range of valid and
invalid conditions should be entered and processed.

(5) Sufficient tine should be allocated for
t horough testing and system acceptance purposes.

, (6) Sufficient staff nenbers should be allocated
for testing and system acceptance purposes.

_ (7) Test cases and system acceptance test
transactions shoul d be devel oped to review

(a) Mainline and end-of-job |ogic.
(b) Each routine.
(c) Each exception.

(d) Abnornal end-of-job conditions.

(e) Combinations of paraneter cards and swtch
settings.

(f) Unusual m xtures and sequences of data.
(g) Control features; e.g., salary paranmeters.

(8) Test and system acceptance data should include
cases that test” for the follow ng:

(a) Codes.

(b) Characters.

(c) Fields

(d) Conbination of fields.
(e) Transactions.

(f) Calculations.

(g) M ssing data.
(h) Extraneous dat a.
(1) Anounts.
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(j) Units.

(k) Conposition.

(1) Logi c decisions.

(m Limt or reasonable checks.
(n) Sign.

(o) Record matches.

(p) Record m smatches.

(q) Sequence.

(r) Check digit.

(s) Cross footing of quantitative data.
(t) Control totals.

(9) New progranms should be run parallel to old ones
to help ensure their accuracy.

5. ¢ (Conputer Resource Acquisition Strategy |nplenented
(hardware, software § services acquired)

0 Product Control Through Conf igurat i on Managenent
| npl enent ed.

a. Systens Devel opnent ©Met hodol ogy Control s

, (1) The system devel opnent process shoul d incl ude
oper ati ons.

6. ¢ Logistics Support and Training Plans Finalized.

a. Oganizational Controls

_ _ (1) Training prograns should exist to maintain and
build skills, 'know edge and ability in systens technol ogy, as
wel | as internal control and ADP security requirenents .

b. AI'S Pl anni ng

_ _ (1) AIS planning should be related to budgeting for
financial, personnel, and system resources.

c. Distributed Processi ng and Network Operations

Controls

&}) Docunentation and training should be provided
to all network operations personnel.
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7. ° Product Acceptance Criteria Finalized. Products
Eval uat ed.

a. Internal Audit

(1) Internal audit should review application
control s of conputer-based systens to assess their reliability
In processing data in a timely, accurate, and conplete manner.

(2) These control reviews should ascertain whether
the systens conformto both organization and Federal standards.

b. Systens Devel opnent Met hodol oqgy Control s

(1) The system devel opment process should include
system accept ance.

~(2) Upon conpletion of all progranm ng, each
program interrelated subsystem and the entire system should be
t horoughly tested.

_ (3) The system should be “acceptance tested” by a
group, independent of the programmers and anal ysts who desi gned
the system to ensure that it perforns in accordance with
specifications and neets user needs.

o (4) The system acceptance group should certify in
witing that the system performs in accordance with all
functional and performance specifications .

c. Program Testing and System Acceptance Controls

(1) All conputer progranms shoul d be checked by the
progranmer and hi s/ her supervisor through desks checks or wal k
throughs before program assenbly or conpilation.

(2) Al conmputer prograns should be reviewed after
assenbly or conpilation to ensure that errors disclosed by these
routines are corrected.

- (3) Systenlacceptance shoul d be perfornmed using
test data simlar to, but independent of, programtesting data.

4)Al'l conputer-based systens should be subjected
to a systemacceptance process.

_ (5) The s%stenlacceptance shoul d eval uate whet her
the entire system both nmanual and automated processes, IS

performng in accordance wth system specifications and
processi ng standards.
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o (6) System acceptance should be perforned by
| ndi vi dual s 1 ndependent of those who perfornmed the analysis,

desi gn, and/or devel opment of the system

_ _%7) Once system acceptance has been conpleted, a
witten certification that the entire systemperforms in
accordance with all functional and performance specifications
shoul d be required before the systemis placed in operation.

8. . Qperations and Deploynent Plans Finalized.

a. Oqganizational Controls

_ _ (1) The ADP function should be placed sufficiently
high in the organization to ensure its independence from other
site operations.

_ (2% Maj or organjzational units wthin ADP shoul d be
described and their™ responsibilities delineated and docunented.

3) Wiere practical, the follow ng functions shoul d
be perforned by a different individual or group:

Systens anal ysi s.
Appl i cation progranm ng.
Accept ance testing.

program change control.

Data control.

Conput er equi pnment operati on.
System software mai nt enance.

Conput er files maintenance.

)

)

)

)

)

) Production control and scheduling.
)

)

)

) Source docunent origination.
)

Sour ce docunent conversion to machine-
readabl e format.

_ ~(4) Transactions generally should originate and be
aut horized in an organi zati on outside of ADP.

b. User Billing and Charge-back Controls

(1) Procedures for user billing and charge shoul d
be docunent ed.
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(2) Billing and charge-back agreenments should exi st
bet ween users and the data processing organization.

~ (3) The user billing charge-back procedures shoul d
be effectively tied into a job accounting system for the data
processi ng resources.

(4) The user billing and charge-back procedures
shoul d be based on the number of transactions processed, on an

artificial “conputer accounting unit”, or sone other equitable
met hod.

o (5) Adequate procedures shoul d exist for
determning the share of system devel opnent costs plus

addi tional overhead items, such as |ighting, space, and air
conditioning, for billing users.

(6) Additions and replacenents of hardware,,
software, should be justified on the basis of resource
utilizat i on and user needs.

_ (7) An equitable Brocedure shoul d exi st for
charging reruns of productions jobs so that user errors are
charged back to users, while data processing organization errors
are absorbed by data processing.

c. Workload Scheduling Controls

(1) The control group should establish and docunent
formal schedul ing procedures,” schedul e product ion runs and ot her

wor kl oads, and reschedul e aborted or erroneous processing.

_ (2) The control group should be responsible for
recording and controlling the production data processed by the
data processing organi zati on.

d. System Software Change Control s

(1) Formal documented system software change
procedures shoul d be established.

&2) Procedures should be established to ensure that
emergency system software nodifications are immediately
subjected to a system acceptance test.

(3) Procedures should be established so that the
accepted energency nodifications-will be incorporated into the
next operational version of the system software.

e. Distributed Processing and Network Operations

Controls

oL (1) The distributed processing requirenments .
definitions shoul d be responsive to nmanagenent objectives in
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terms of the hardware configuration, data base configuration,
and hardware and comuni cations network interface. °

- (2) Network data policies should require that data
set ownership be clearly established.

~ (3) User and systemresponsibilities should be
fully defined for coordinating and reconciling differences
between distributed and/or replicated data bases prior to
network | nplenentation. |

_ - (4) Reconciliations should be able to be _
satisfactorily ‘perforned under nornmal conditions, follow ng

network failures, and between varying application problens.

. (5) Network asset inventories should be maintai ned
at respective facilities and be periodically reviewed agai nst

actual network facilities.

(6). Effective hardware and software backup
ons should exist for the entire network and for the

provi si ul.
| | dual facility.

rovi
ndi v
(7) Local and consolidated network perfornmance
reports should be established to regularly report key el enents
such as network system availability, performance to schedul es,

response tines, processing facility efficiencies and performance
probl ens.

f. Data Oigination Controls

g. Data Input Controls

9. “ Econom c Analysis Updated

a. Al'S Pl anni ng

_ _ (1) AI'S planning should be related to budgeting for
financi al, personnel, and system resources.

10. .Preparation of System Decision Paper (SpP |11).

11. . Submt SDP to LCM review and m | estone approval
authority.

a. Policies, Standards, and Procedures

_ (1)!ﬁgoro£§ ADP budgetin?_procedures shoul d be
!npgenented to ensure that all Significantly AIS-related
ni

initiatives, expenditures, and rePro ranmmng are clearly |
highlighted, whether or not they tall wthin budget decision
units or are spread over nultiple decision units.
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E. Depl oynent (Phase 4) and Operat i on (Phase 5)

1. “ Inplement Qperational And Deploynent Schedul e

a. Admnistrative Controls

(1) Risk assessnent studies should be perforned at
| east every 5 years.

_ (2] The mssion analysis process should be
consi dered an on-goi ng, continuous process through the life
cycle, to ensure that both present and future data processing
needs are satisfied.

_ (3) Requirenments should be established for
conducting risk analysis for DoD Governnent-owned, contractor-
operated facilities and for Government-operated facilities.

4) Responsibility should be assigned for conputer
security at e(ac)h ADpraci Iity.y : i

(5) Individuals assigned,responsibilitg_for _
conputer security should be given training and expérience in
both the conputer and security areas.

(6) Plans should provide for assessing risks
related to conputer services provided by other agencies and

t hose provided through commercial services.

_ 7) Enpl oyees utilizing ADP equi pment and
processing DoD data should be required to S|%n an aPreenent _
regarding their role and responsibility at the facility and in
t he ownership and use of data processing equi pnment and
information within the data center.

(8) Personnel security policies for screenin%)
enpl oyees and contractor and/or service personnel should be
establ i shed and provide for |evels of screening comensurate with
the sensitivity of the position or function.

_ , (9) Procedures should exist to handle a situation
I n which an enpl oyee becones a suspected security risk.

b. Physical Controls

(1) Witten procedures should exist to define

.restrictions tO0 conputer room access.

_ (2) Areliable guard service or alarm system shoul d
exist to protect the conputer center against illegal entry,
vandal i sm or sabot age.

_ (3) Access to the conputer areas should be
restricted to only authorized and appropriate personnel through
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the use of a passcard system conbination |ocks, security
badges, or other appropriately secure neans.

o 4) Conbinations on |ocks or simlar devices shoul d
periodically be changed.

(5) Account codes, authorization ‘codes, passwords,
should be controlled to prevent unauthorized use.

_ (6) Restricted entrances and enmergency exits should
be equi pped W th taﬂferproof automatic alarm systens that signal

when doors are opened.

(7) Exterior walls, tape library walls, storage
rqqn1walls, shoul d be of solid construction fromfloor to
ceiling.

~ (8) Data processing personnel should be trained to
chal l enge inproperly identified visitors.

?9) Dat a Processi ng Personnel should be counsel ed
to report all intentional or inadvertent cases of security
I ntrusions of which they becone aware.

_ (10) Access to the conputer area by custodial,
el ectrical and other in-house maintenance personnel should be
supervi sed and controll ed.

o ~(11) Vendor and support personnel should provide
positive identification before they can be admtted to the
conputer area.

(12) At least two indivi duals should be present in
the conputer roomat all tines.

(13) A procedure should exist to restrict access to
source docunents. and blank input fornms to authorized enpl oyees.

(14? Al critical forms, such as identification
cards, negotiable instrunents, and source docunents, should be
prenumbered for accountability, stored in a secure location, and
periodically accounted for.

o (15) Procedures should exist to limt access to
critical forms during their internediate storage and _
traPspFrtatlon, such as dual custody and mail nessage carrier
controls.

_ ~(16) A procedure should exist for joint
aut hori zation of releases fromthe storage areas, and the
receipt of critical forns should be inventoried by two people at
the time of delivery.
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_ (17) procedures should be established to control the
| ssuance of critical fornms for jobs schedul ed for processing.

(18) Copies of critical outputs that need to be
destroyed should be kept in a secure |ocation until they can be
dest royed.

o (19) At | east tmn(feople shoul d be present when
critical outputs are destroyed.

(20) Periodic billing statements should be provided
to user departnents describing cost details and the billing
al gorithm used.

¢c. Disaster Avoi dance and Recovery

_ (1) The conputer center should be separated from
adj acent areas by fire resistant partitions and/or walls, and

non conbustible materials should be used in the center.

_ _ &F) Emer gency procedures for handling mnor and
maj or fires should be promnently posted throughout the data
center.

(3) Heat and - -
. : smoke detectqrs shoul d be installed in
the ceili n%,_ under raised floors.,a,ﬁnaidn tﬁe alr ducts, alerting
the local Tire departnent as well as internal personnel.

_ ~ (4) Portable fire extinguishers should be |ocated
In strategic and accessible areas, be vividly narked, and be
periodically tested.

(5) Energency exits and evacuation routes shoul d be
clearly labeled, and battery-powered emergency lights should be
placed in strategic |ocations to assist in evacuation should the
power be interrupted.

_ . (6) The computer center should be protected by an
automatic fire 'suppression system

_ (7) Emergency switches for cutting off power should
be easily accessible near the data center exits.

o (8) Energency power shutdown should include the air
condi tioning system

_ (9) Either the. computer center shoul d be equipped
wth tenperature and humdity gauges that automatically activate
warning signals if either noves outside the normal range, or

ersonnel on duty shoul d perlodlcally check the tenperature and

umdity in the conmputer center and take appropriate actions as
necessary.
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(10) The conputer center should be air conditioned
by a separate system sufficiently protected from unauthorized
access and made from nonconbustible materials.

_ ~ (11) Ar intakes should be protected against the
| ntroduction of noxious substances.

(12) Backup air conditioning should be avail able.

o (13) The source of electric power should be
sufficiently reliable to ensure continued operations and be
adequately protected from unauthorized access.

_ (14) The conputer center should be backed up by an
uni nterruptible power source system

_ (15) At |east one file generation should be kept at
a location other than the file storage area.

(16) Copies of critical files, application prograns,
system software prograns and critical docunentation should be
stored at an off-site | ocation and be restricted from
unaut hori zed access.

(17) Backup conputer capacity should exist wthin
the computer center and at an off-site location.

- (18) Critical locations should be provided with the
backup devices of termnals, nodens, and conmmuni cation |ines.

d. Technical Controls

o (1) Alist of all personnel should exist and be
perlodlcallx reviewed by supervisors detailing what conputer
resources the personnel "have access to.

(2) The responsibility for 1ssuing and storing disk
packs, magnetic tapes, or other data storage media should be
assigned to a librarian, This responsibility should be the
librarian’s chief function.

(3) Library procedures should be docunented.

_ (4) Access to the library should be limted to
aut hori zed personnel.

_ (5) Alibrarian should be on duty whenever the data
center is being used.

L ~ (6) Sensitive files, such as security
classifications or Prlvac¥_Act restrictions (reference (1)),
|

shoul d be properly identitied as such, and appropriately
secur ed.
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. (7) Toprevent release to unauthorized personnel,
all data files 'should be |ogged in and out.

_ §8) All files should be expeditiously returned to
the library after use.

kept (9) Disk packs and tape inventory records shoul d be

(10) External |abeling procedures should be
docunent ed.

_ (11) External |abels should be affixed to active
di sks and/or tapes.

(12) Work or scratch tapes should be kept in
separate areas of the library.

e. AIS Pl anning

(1) Regul ar internal audit review and reporting
shoul d be conducted regardi ng conpl eted and proposed pl anni ng
decisions in relation to mssion requirenents.

f. Policies, Standards, and Procedures

_ - (1) A11 appropriate organi zational conponents of
the site involved with ADP systens should be defined and clearly
assigned their respective areas of functional responsibility.

g. Distributed Processing and Network Operations

Control s

&}) Docunentation and training should be provided
to all network ‘operations personnel.

~(2) Network asset inventories should be maintained
at respective facilities and be periodically revi ewed agai nst
actual network facilities.

o (3) Effective hardware and software backup
provi sions shoul d exist for the entire network and for the
I ndi vidual facility.

_ _ (4) Procedures stating the preferred method for
di sposi ng of sensitive network docunments at renote |ocations
shoul d exist and be communicated to the appropriate personnel.

(5) Network availability and reporting, timng
and/ or response, storage, backup, and funct ional contr ol
requirenents for all applications shoul d be established by users
and communi cated to the responsi bl e network operations
or gani zat i on.
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(6) A1l network facilities should comunicate wth
each other on a regular basis to discuss schedul es and
coordi nate processing requirements and operating procedures.

(7) Al network facilities should prepare schedul es
of consumabl e needs so that resources can be efficiently and
effectively distributed throughout the network.

_ (8 Renote and_ |ocal network control termnals, and
operations personnel authorized to use them should be

| dent i fi ed.

_ (9) Al outgoing nmessages and/or data units should
be edited for valid destination addresses.

_ (10) When encryption is in use, the individual
assigned the responsibility of managenment should not be invol ved
wth the operation or processing of data. |

| (11) Renote users should have a |ist of standard
termnal, nodem and controller device settings to facilitate
probl em determ nati on.

(12) Local and consolidated network perfornmance
reports shoul d be established to regularly report key el enents,
such as network system availability; performance to schedul es,
res Fnse times, processing facility efficiencies and perfornmance
probl emns.

(13) External |abels should be used on cables,
mdens , control wunits, and other hardware devices toexpedite
fault 1solation and service.

~ (14)Communi cations provisions should exist to
temporarily store nmessages and/or data units destined for renote
faC|I|t|%§ not in service and for reactivating them when service
s resuned.

(15) Procedures should exist at renote facilities to
ensure that all changes nade to operating systens software are
effectively controlled and nade immediately visible to the
control group directly responsible for the overall network.

_ (16) Local and/or private communications |ines and
swi tches shoul d be adequately secured and accessible only by
aut hori zed personnel.

. (17) Consol idated security reports should be
periodically published reflecting recent network security
reviews, and they should be available to all network user
or gani zati ons.

(18?_Adequate security measure should be in force at
t he backup facility.
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h. Data Oiqgination Controls

(1) This control group should v
docunments are conplete and acCurate. Furth

e
shoul d be accounted for, be transmtted in a
have been appropriately authorized.

rmore, all docunents

erify that source
timely manner and

_ (2) A separate user group should performthe input
function when the user organization is responsible for its own
data entry.

. (3) The control group should identify errors to
facilitate the 'timely correction of erroneous infornation.

(4) Error logs should be used to ensure” tinely
fol lowup and correction of unresolved errors.

o 5) Oiginators of source docunents should be
notified by the control group of all errors.

(6) Blank source docunents should be stored in a
secure locat ion.

(7) When transmtted for conversion, source
documents shoul'd be transported in accordance with their
security classifications.

(8) Source docunents should be retained as a
saf eguard against data |oss or destruction during subsequent
processi ng.

o (9) Source docunments shoul d have specific retention
peri ods.

(10) Source docunents should be stored in a |ogical
manner to facilitate retrieval.

(11) WWenever a source docunent |eaves the

originating organization, a copy should be kept in the
organi zati on.

(12) When reaching their expiration dates, source . -
docunments shoul'd be renoved from storage and destroyed in
accordance wth the approved disposal schedul e.

. Data Input Controls

_ (1) Data entry termnal devices should be |ocked in
a physically secure room

_ (2) The work entered on a termnal shoul d be
restricted by the authority level assigned to each term nal.
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o (3) Individual passwords shoul d be changed
periodically.

~ (4) Passwords shoul d be del eted once an individual
changes his or her job function or |evel of access.

(5) Managenent should review unauthorized usage
reports.

_ (6) Managenent should periodically reviewthe
propriety of the termnal authority |evels.

- (7) Each individual user of the on-line system
should be limted to certain types of transactions .

_ (8) Corrections should be reviewed and approved by
supervisors before reentry, if appropriate.

_ (%?Lﬁrocedures for processing corrected o
transactions shHould be the sane ‘as those for processing original

transactions, except for the supervisory review and approval.

(10) The ultimate responsibility for the
conpl eteness and accuracy of all application processing should
remain wth the user.

(11) The termnal user should correct errors caused
by data conversion or entry.

(12) The user originating the transaction should
correct errors not caused by data conversion or entry.

(13) Debit and/or credit entries, rather than delete
or erase commands, should be used to correct errors on the
suspense file.

(14) Al docunents entered into the application
shoul d be signed or marked in sone way to prevent accidental
duplication or reuse of the data.

(15) The data processing organi zation should have a
schedul e by application show ng when data requiring conversion
and Fheqjdata requiring entry w 11 be received and needs to be
conpl et ed.

(16) The data processing organization should have a
control group responsible for data conversion and entry of all
source documents received from users .

(17) This group should account for all batches of
sour ce docunents received fromthe user to ensure that no
bat ches have been added or | ost
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(18) Thi s group should independent|ly devel op record
counts and predeterm ned control totals to be balanced wth
those of the control group in the user organization, and all
di screpanci es should be reconcil ed.

j. Data Processing Controls

(1) The data processing organi zation should have a
schedul e show ng when each application programis to be run and
needs to be conpl et ed.

(2) The data processing organization should have a
control group responsible for controlling all data processing
oper ati ons.

_ (3) The log should routinely bhe reviewed by
supervisors to ‘determ ne the cause of problens and the

appropriateness of actions taken.
k. Data Qutput Controls

(1) The data processing organi zation should have a
control group that is responsible Tor reviemng all outputs
produced by the application.

(2) This group should nonitor the processing flow
to ensure that "'prograns are processed according to schedul e.

(3) This group should review output products for
general acceptability and conpl et eness.

éA) This groun should reconcil e each output batch
total, record count an-d predetermined control total with input
batch totals, record counts and predetermned control totals
before releasing any reports to ensure that no data was added or
| ost during processing.

_ (5) These |ogs should be reviewed by supervisors to
determ ne the correctness™ of output production.

(6) A transaction_ |og kept by the application
shoul d be conpared regularly with a transm ssion o% kept at
each output device to ensure that all transactions have been
properly processed to the final output steps.

_ (7) The user should have a control group that iIs
responsible for reviewmng all output received fromthe data
processi ng organi zation.

8). This group should be gjven Iists of all changes
to the appli c(at)i on mas% er F%‘i?e dat a angd programmed data, of aql

Internal |y generated transactions produced % the application,
of all interface transactions processed by the application, and
of all transactions entered into the application.
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(9) This group should use these lists to verify the
accuracy and conpl eteness of all output.

(10) This group should verify all conputer-generated
batch totals, record counts and predeterm ned control totals
wth its own manual |y devel oped batch totals, and record counts
and predetermned control totals.

(11) The user should retain ultinmate responsibility
for the accuracy of all outputs.

o (12) A priority systemshould exist to ensure that
critical outputs are produced on t Ine.

2. “ Formal Change Control Process.

a. System Software Change Controls

(1? Formal docunent ed system software change
procedures should be established.

(2) Change request forns or other docunentation
shoul d be used to originate system software modificat ions , wth
all fornms sequentially nunbered and accounted for.

(3) Access to data files and application prograns
shoul d be denied to the system programer making a system
sof tware nodification.

o ~ (4) The system progranmer making an energency
nodi fication should be denied access to data files and
appllc%}lon prograns that were operating when the problem
occurred.

(5) The system programmer naking “an energency
system software nodification should conplete a signed statenent
and leave it wth the conputer operator as to the encountered
problem and its solution.

b. Systenms Devel opnent Met hodol oqy Control s

(1) This group should control all changes to the
systemto naintain its integrity on a continuing basis.

_ (2) System i npl ementation shoul d be coordi nated
w th all personnel” i nvol ved and other systenms affected.

c. Program Change Controls

(1) Formally approved witten standards for program
changes and docunentation shoul d exist and be fol | owed.
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~ [2) Procedures defining who can initiate and who
can authorize change requests should be established.

o (3) Change requests should be witten, including a
deSCFIPtIOH of the nature of and reasons for the proposed change
as well as security and privacy specifications.

| (4) Change requests should be nade by users on
sequent i ally nunbered forns.

_ (5) User authorization and witten' approval should
be required for all program changes.

_ (6) AI'S project nanagenent authorization and
written approval should be required for all program changes.

(7) Changes shoul d be approved by individuals who
do not operate the conputer, except for mcroconputers.

(8) Procedures should exist to ensure that all
program changes, both schedul ed and enmergency, are subjected to
the testing and acceptance process.

. (9) Application changes should be tested prior to
operational use.

_ (10) Modified prograns should be tested under nornal
operating conditions.

~(11) Users should be involved in preparing test data
and reviewing test results.

_ (12) Test results should be reviewed wth
supervi sory personnel before revisions becone effective.

113) All errors detected during the conversion
process should be investigated before and after correction.

(14) Cert ificat ion should be made that test results

denonstrate adequate protection from fraud, waste, and m suse of
t he program

_ (15) Al program changes shoul d be docunented, and
aﬁproprlate program °‘sys-tem oper-at ions , and user documen-tat ion
shoul d be updated as changes are nade.

(16) A log should be nmaintained of all conpleted
changes and all changes in progress.

(17) Program changes should be documented by
individuals who do not operate the conputer.

o ~(18) Certification should be nade that docunentation
specifications are net .
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%19) Program|ibrary software should be used to
report all changes to ADP managers and to users.

(20) Assurances shoul d be nade that changes neet
users’ needs.

(21) Procedures-should exist to determne if any
other systemis affected by the program nodification.

(22) Original progranms should be retained until
changes have-been processed and new prograns tested and updat ed.

23) Once nodifications have been inplenented,
prqfﬁ?ures shoul d prevent original prograns from being used by
m st ake.

(24) Procedures should be in place to ensure that an
“abnormal ” vol unme of reqularly schedul ed program nodifications
results in areviewto determne if a problemexists wth
prograns, procedures, or the conputer-based system

(25) Alimt should be placed on the frequency of
program changes, except for enmergency changes.

(26) \Wen emergency changes are made, both the user
and ADP proj ect manager should be notified.

(27) All problenms related to ?rogran1changes shoul d
be docunented and given to the ADP project nmanager.

3. . Periodic Reviews and Audits.

a. Al'S Pl anning

_ _ (1) AIS planning should be related to budgeting for
financial, personnel, and system resources.

ﬁz) The planning process should neasure and conpare
actual acconplishnments wth expected performance throughout the
systemlife cycle.

b. Internal Audit

(1) The internal auditors charter should allow the
conduct of iIndependent reviews and the reporting of findings and
recommendations to the site’s nanagenent.

_ (2) Periodic audits should be designed to test both
Internal controls and reliability of processed data.

. (3) When a Bropriate, internal audit should verify
the information on outB t reports against related source

document s.
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c. Wrrkload Scheduling Controls

(1) A formal control %;oup shoul d be established
n the data center to nmonitor both renote decentralized as
as centralized job entry.

Wi t hi
wel |

(2) Formal i nput and/or output control procedures
shoul d be established and docunent ed.

_ _ (3) All totals should be balanced during and after
applications processing, and all processing errors should be
controlled by the control group.

(4) An authorization document or a transmttal
sheet should be required to acconpany all input transactions.

ﬁS) Al'l output reports should be visually scanned
by the control group for general accuracy and conpl eteness and
be distributed according to a formal schedule.

(6) A priority schene of classes or priorities
shoul d be used for scheduling work.

- (7) Source docunents should be maintained for
reference in a logical sequence until the scheduled tinme of
di sposal .

(8) The mx of on-line and batch jobs should be
scheduled to promote efficient use of facilities and to neet
user requirenents.

(9) A systematic time-related flow of jobs through
each work center should be established.

_ (10) Rush or rerun jobs shoul d be schedul ed
consistent wth their priority ratings.

(11) ﬁPproxinate el apsed time of delay should be
recorded for each delay event

(12) In on-line systens, response tine statistics
shoul d be kept ‘and nonitored for significant fluctuations in
response tine.

(13) CPU utilization statistics should be nonitored
for both batch 'and on-line processing.

14) Significant variances in performance shoul d be
followed up by the control group.

d. Ml function Reporting and Preventive M ntenance

Controls

A-55



DoD 7740. 1-G

(1) The conPuter system shoul d automatically
produce a | og of all system operations.

ﬁf)_[ﬁsposition notes shoul d be entered on the
consol e 1 og show ng corrective actions taken when unschedul ed
program halts occur.

(3) Job reruns should be recorded along wth their
reason on the console |og.

~ (4) Logs should be reviewed and signed at the end
of each shift by a supervisor and filed according to the
authorized retirenment schedule.

SS) Logs shoul d be independently exam ned to detect
operator problem and unaut hori zed intervent | 0n.

, o (6) System crashes should be isolated and
Identified by cause..

_ _ (7) System performance records should be
mai nt al ned.

(8) Logs of the type and tine of maintenance
performed should be kept.

_ (% A schedul e for machi ne mai ntenance shoul d be
publ i shed and fol | owed.

(10) The production schedul e should be flexible
enough to acconmodat e preventive maintenance.

_ ill) Preventive mai ntenance shoul d not be schedul ed
during peak I[oad periods.

_ (12) Rush or rerun jobs shoul d be schedul ed
consistent wth their priority ratings.

(13) Approxi mate el apsed tinme of delay should be
recorded for each delay event.

(14) In on-line systens, response tinme statistics
shoul d be kept and nonitored for significant filuctuat ions in
response tine.

(15) CPU utilization statistics should be nonitored
for both batch and on-line processing.

e. User Billing and Charge-back Controls

(1) Billing and charge-back agreenents shoul d exi st
bet ween users and the data processing organi zation.
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~ (2) The user billing charge-back procedures shoul d
be effectively tied into a job accounting systemfor the data ,
processi ng resources.

(3) The user billing and charge-back procedures
shoul d be based on the number of” transactions processed, on an
artthC|aI “conputer accounting unit ,“ or some other equitable
met NO0.

o %ﬁ) Adequat e procedures should exist for
determning the share of system devel opnment costs plus
addi tional overhead itenms, such as lighting, space, and air
conditioning, for billing users.

(5) Additions and replacenments of hardware,
software, shoul’'d be justified on the basis of resource
utilization and user needs.

(6) Periodic billing statenments should be provided
to user departnents describing cost details and the billing

al gorithm used.

f. D saster Avol dance and Recovery

(1) These control procedures need to be formally
docunented and periodically tested and updated.

Distributed Processi ng and Network Operations

Controls

(1) Al network locations should receive regularly
sch&duled hardware preventive maintenance and | og all hardware
probl ens.

2) A conprehensive post-inplenentation technical
revi ew of thé Retmorknghou?d be rgquﬁre%pand perforned(%y

systens personnel.

h. Systens Devel opnent Met hodol ogy Control s

_ (1) The sgﬂfn1develoannt process shoul d i nclude
post-inplementation audit

ﬁ2 A post-inplenentation audit of the entire
system manual and automated, should be performed by the
Internal audit staff after the system has been in operation for
several nonths .

. Data Input Controls

1) The suspense file should periodically be
anal yzed to éetern1ne etﬁer too many errors areabeyhg made and

whet her corrections are being processed in a tinely manner.
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(2) The data processing organi zation should have a
schedul e by application show ng when data requiring conversion

and when data requiring entry wll be received and needs to be
conpl et ed. |

(3) The control.group shoul d account for all
bat ches of source docunents recelved fromthe user to ensure
that no batches have been added or | ost.

(4) This group should independentlg devel op record
counts and predetermned control totals to be bal anced wth

t hose of the control group in the user organization, and all

di screpanci es should be reconcil ed.

j- Data Qutput Controls

_ (1) Users should periodically be questioned to
determ ne whether they find the reports they receive relevant;
whet her they find the data presented on reports accurate,
reliable and useful; whether they should be renoved from or
added to distribution lists for receiving reports; and whet her
t hey have suggestions concerning the format, content, frequency,
and tineliness of reports they receive.

k. System Utilities Controls

~[1) Conputer operators should be denied access to
system utility docunentation.

1. Program Library Systens Controls

_ (1) Conputer operators shoul d be denied access to
all libraries maintained by the programlibrary system

4. . Maintain Al'S Supporting Docunentation

a. File Mintenance Systens Controls

b. D saster Avoi dance and Recovery

(1) Backup procedures should be periodically
tested.

o (2) Data center personnel should be trained
periodically in fire-fighting techniques and be assigned
| ndi vidual responsibilities in case of fire.

_ (3) Either the computer center should be equi pped
wth tenperature and humdity gauges that automatically activate
warning signals if either noves outside the normal range, or

ersonnel on duty should periodically check the tenperature and

umdity in the conputer center and take appropriate actions as
necessary.
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_ (4) A priority schenme shoul d be established at the
site and be approved by nmanagenent, in the event that backup
arrangenments nust be used.

_ . (S) Conputer operators shoul d be denied access to
all libraries maintained by the program |ibrary system

c. Distributed Processing and Network Operations

Controls

(1) Witten procedures should exist for swtching
to backup equipnent, files or systens.

d. System Reporting Docunentation Controls

_ (1) Program and system docunentation should be
accessible to conputer operations personnel.

(2) Al docunmentation should be periodically

reviewed to ensure that it is current and conplete and adheres
to established standards.

(3) Copies of all docunentation should be stored
off the prem-ses.

_ 4) There should be signatures or other docunented
evi dence of o performed systens and progranm ng worKk.

_ (5) Docunent ed procedures shoul d exist for
controlling all system docunentation.

e. General Environnental Controls

5. “ Managenent and ADP Personnel Concern in Internal
Control Techni ques.

a. Policies, Standards and Procedures

_ _ (l)Ail_appro riate organizational conponents of
the site involved with ADP systens should be defined and clearly

assigned their respective areas of functional responsibility.

(2) Customer and/or service interface personnel
shoul d be assi gned.

_ (3) ADP resources acquisition, system design,
progranm ng, and operating standards shoul d be established,
coordi nated and communicated to all affected personnel.

b. Orqgani zational Controls
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_ (1) All ADP enpl oyees shoul d be prohibited from
having authority or duties in any other organization, unless
aut hori zed by managenent.

(2) Adirect line of responsibility should exist
bet ween every subordinate and supervisor.

o _§3) A personnel rotation plan should be in effect
wthin the difflerent functional areas i1n the ADP organi zation.

(4) ADP personnel should be encouraged to take
regul arly schedul ed vacat ions.

_ _ (5) Absentee and turnover rates in the ADP
organi zation should be nonitored for potential personnel
probl ens.

_ (6) ADP position descriptions should be in witing,
be clear in delineating authority and responsibility, be kept
current, be acconpanied by definitions of technical skills
needed, and be usable as a basis for perfornmance eval uation,

(7) Personnel recruiting and pronotion practices
shoul d be based on objective criteria and should consider
education, experience, and security risks relevant to the job
requirements and to the degree of Tresponsibility.

_ (8) Before being hired, ADP personnel should be
subjected to preenpl oynment checks.

_ - (9) Wen hired, enployees should be provided wth
an orientation of internal controls and security and with
on%0|ng training to naintain their technical know edge , skills ,
and abilities.

(10) Enpl oyee performance should be eval uated on a
regul ar basis, and any negative performance should be
appropriately addressed.

_ (11) Policies should be established allowng only
aut hori zed personnel use of mcroconputer resources to protect
tﬂefdata, sof tware, and physical equipnent frominproper use or
thert.

(12) Proprietary software packages should be
protected agal nst copying or nodification.

_ (13) A formal docunment should state that copyright
laws will be rigidly enforced.

_ i14) Codes, passwords , or other devices shoul d be
used to identify authorized users of the mcroconputers.
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(15) Wen they are away fromthe m croconputer area,
users of sensitive data should securely lock up all diskettes.

(16) Roons in which mcroconputers are |ocated
shoul d be | ocked after normal working hours.

(17) Mcroconmputers should be stored in a controlled
ar ea.

_ (18) Property managenent procedures concerning

m croconput er conponents should be followed, including ma-rking
them with unique identification nunbers, and recording and
securely storing all identification nunbers, serial nunbers, and
equi pment descriptions.

c. Workload Scheduling Controls

. (1) All personnel should have a copy of a nmnual
detailing required control procedures.

| (2) Users should be involved wth workl oad
scheduling, except in energencies.

, (3) OQperators should not be involved wth workl oad
schedul i ng, except in emergenci es.

_ o (4) Reasons for schedul e delays should be
| dentified by area of responsibility.

(5) Significant variances in performance should be
fol l owed up by the“control group.

d. Ml function Reporting and Preventive M ntenance

Controls

(1) Qperators and all ot her apwro riate qersonnel
shoul d have access to a manual detailing these contro

procedures and certify in witing that they have reviewed and
under st ood them

e. User Billing and Charage-back Controls

(1) Billing and charge-back agreenents should exi st
bet ween users and the data processing organization.

(ZR Addi tions and replacenents of hardware,
software, should be justified on the basis of resource
utilization and user needs.

(3) Rates charged to users should encourage the use
of data center resources in accordance wth users’ neéds:

differential rates for off-peak usage or the assignment of
processing priorities for varying turnaround requirenents shoul d
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?e ufed to encourage maxi mum usage of centralized conputer
acilities.

f. Admnistrative Controls

(1) Responsibility for conducting risk analyses
shoul d be fornally assigned,

_ (2) Responsibility should be assigned for conputer
security at each ADP facility.

(3) Individuals assigned responsibility for
conputer security should be given training and expérience in
both the conputer and security areas.

_ 4) Enpl oyees utilizing ADP equi pment and
processing DoD data should be required to sign an agreenment
regarding their role and responsibility at the facility and in
t he ownership and use of data processing equi pnent and
Information wthin the data center.

(5) Personnel security policies for screenin%)
enpl oyees and contractor and/or service personnel should be

established and provide for |evels of screening commensurate wth
the sensitivity of the position or function.

_ (6) When an enployee is termnated, the enployee
should i nmedi ately be denied access to the data processing
organi zation, any data, program listings, and all other
empl oyees should be inforned of the enployee’ s termnat ion.

g. Disaster Avoi dance and Recovery

(1) Energency procedures should be formally
docunented and distributed to all associated personnel.

(2) Procedures should include steps to be taken in
the event of an actual or likely natural disaster by fire, water

?ﬁnagf, and intent ional danage by sabotage, nob act 1on, bonb
reats.

_ (3) The conmputer center should be separated from
adj acent areas by fire resistant partitions and/or walls, and

nonconbusti ble materials should be used In the center.

(4) Snoking should be prohibited in the data
-center.

o [5) Data center personnel should be trained
periodically in fire-fighting techni ques and be assigned
| ndi vi dual responsibilities in case of fire.

A-62



DoD 7740. |

_ , &P) Emer gency procedures for handling mnor and
maj or fires should be promnently posted throughout the data

center.

o (7) Heat and snoke detectors should be installed in
t he CEIllnP, under raised floors, and in the air ducts, alerting
the local tire departnent as well as internal personnel.

_ - (8) Portable fire extinguishers should be |ocated
In strategic and accessible area, be vividly marked, and be

periodically tested.

(9) Enmergency exits and evacuation routes should be
clearly labeled, and Dbattery-powered energency |ights should be
placed in strategic |locations to assist in evacuation should the
power be interrupted.

_ (10) The conputer center should be protected by an
automatic fire suppression system

_ (11) . Emergency switches for cutting off power should
be easily accessible nhear”the data center exits.

... (12) Energency power shutdown should include the air
condi tioning system

_ $13) Either the conmputer center should be equipped
Wi th tenperature and humdity gauges that automatically activate

warning signals if either noves outside the normal range, or
ersonnel on duty shoul d perlodlcall¥ check the tenperature and
umdity in the conputer center and take appropriate actions as
necessary.

(14) The conputer center should be air conditioned
by a separate system sufficiently protected from unauthorized
access and made” from nonconbustible naterials;

(15) Air intakes should be protected against the
introduct ion of noxi ous substances.

(16) Backup air conditioning should be available.
o (17) The source of electric power should be
sufficiently reliable to ensure continued operations and be
adequately protected from unauthorized access.

_ (14) The conputer center should be backed up by an
uni nterruptibl e power source system

o (15) Procedures should exist and be applied for the
retaining and/ or copying of master files as a nmeans of
reconstructing a danmaged or destroyed file.
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_ _ (16) Sufficient generations of files should be
mai ntained to facilitate reconstruction of records.

_ (17) At least one file generation should be kept at
a location other than the file storage area.

.(18) Copies of critical files, application prograns,
system software prograns, and critical docunentation should be
stored at an off-site location and be restricted from

unaut hori zed access.

(19) Backup conputer capacity shoul d exist within
the computer center and at an off-site |ocation.

~(20)Critical locations should be provided with the
backup devices of termnals, nodens, and communication |ines.

(21) BackuB arrangenments shoul d be docunented and
formal |y agreed upon by all parties concerned.

(22) A priority scheme should be established at the

site and be approved by managenent in the event that backup
arrangenments nust be used.

(23) Backup procedures should be periodically
t ested.

[24) OFf site materials should be periodically
tested.

h. Physical Controls

(1) Data processing personnel should be trained to
chal l enge inproperly identified visitors.

(2) Data processing personnel should be counsel ed
to report all intentional or inadvertent cases of security
I ntrusions of which they becone aware.

_ (3) Access to the conputer area by custodi al,
electrical, and other in-house naintenance personnel should be
supervi sed and control | ed.

o ~ (4) Vendor and support personnel should provide
positive identification before they can be admtted to the
conput er area.

. Technical Controls

(1) The responsibility for issuing and storing disk
packs, magnetic tapes, or other data storage nedia should be
assigned to a librarian.
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(2) The responsibility referenced in item 11,
above, should be the librarian’s chief function.

_ (3) Alibrarian should be on duty whenever the data
center iIs being used.

j. System Utilities Controls

(1) Conputer operators should be denied access to
systemutility docunentati on.

_ (2) Managenent authorization should be required
prior to the installation and use of new rel eases of utility
prograns.

k. Program Library Systens Controls

(1) bsol ete programs shoul d regularly be del eted
fromthe source code and objéct code Iibrary.

1. Data Communi cations Systens Controls

A (1) The authorization code should identify the
|Rd|vu?ual using the termnal and should be periodically
changed.

m System Soft ware Change Controls

_ (1) Conputer operations personnel should have a
|1st of system programmers to notify if the system software

requires an energency or inmmediate nodification.

(2) Access to data files and application prograns
should be denied to the system programer naking a system
software nodification.

o ~ (3) The system programmer mnaking an emergency
nodi fication should be denied access to data files and

application prograns that were operating when the problem
occurred.

(4) The system progranmer making an energency
system software nodification should conplete a signed statenent

and leave it with the conputer operator as to the encountered
problem and its sol ution.

n. Distributed Processing and Network Operations

Controls

o (1) Effective hardware and software backup
provi sions should exist for the entire network and for the
I ndi vidual facility.
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(2) Ade?uate di saster and recovery procedures
shoul d be developed for each network processing facility. These
procedures should be current and.periodically tested.’

(2) Al network facilities should prepare schedul es
of consumabl e needs so that resources can be efficiently and
effectively distributed throughout the network.

(4) Records should be maintained on the anount of
resources used by each facility.

_ (S) A conprehensive post-inplenentation technical
review of the network should be required and perforned by

systens personnel .

_ (6) A central control function should be
established to coordinate control reviews of network assets and
resources at all network |ocations.

| (7) Control reviews should be used for assessing
thf oq90|ng Integrity and overall control of the physical
net wor K.

(8) Network output requirenents, operating

schedules, processin rocedures> and facility Coordi nation
policies sﬁoulg be ?ufﬁy establ I shed. y

. . (9) policy agreenents should exist for _
communi cat i ons ‘transm’ssions including provisions to effectively

interface software applications and data bases anong coordi nat ed
network facilities.

(10) The assignment of transm ssion priorities
shoul d be consistent wth established policy and appropriate for
the need of the on-line application.

(11) Proper access control should be maintained over
the storage and use of network test equipnent.

_ _ (12) Adequate controls and training re ardin%
distributed data should exist to ensure data conpatibility,
Integrity and effective data usage.

(13) Docunentation and training should be provided
to all network operations personnel.

| . Systens Devel opnent Met hodol oqy Control s

(1) The systens acceptance group should control all
ghanges to the 'systemto maintain its integrity on a continuing
asi s.

6. « Risk Analysis Reassessed.

A-66



DoD 7740.1 -G

a. Disaster Avoldance and Recovery

(1) Energency procedures should be formally
documented and distributed to all associated personnel.

_ (2) The conputer center shoul d be separated from
adj acent areas by fire resistant partitions and/or walls, and
nonconbustible materials should be used in the center.

(3) Smoking should be prohibited in the data
center.

o (4) Data center personnel should be trained
periodically 1n fire-fighting techni ques and be assi gned
| ndi vidual responsibilities in case of fire.

_ _ (5) Energency procedures for handling mnor and
maj or fires should be promnently posted throughout the data
center.

o (6) Heat and snoke detectors should be installed in
the ceiling, under rai'sed floors and in the air ducts, alerting
the local fire departnent as well as internal personnel.

_ - (7) Portable fire extinguishers should be |ocated
In strategic and accessible area, be vividly marked, and be
periodically tested.

(8) Emergency exits and evacuation routes should be
clearby_labeled, and battery-powered enmergency |ights shoul d be
placed in strategic locations to assist in evacuation should the
power be interrupted.

_ . (9] The data center should be protected by an
automatic fire ‘suppression system

_ (10) Emergency switches for cutting off power should
be easily accessible near the data center exits.

~(11) Energency power shutdown should include the air
conditioning system

_ _ (12) Emergency procedures for handling mnor and
maj or fires should be-promnently posted throughout the data
center.

(13) The conputer center should be air conditioned
by a separate systemsufficiently protected from unauthorized
access and nade from nonconbustible materials.

(14) Either the data center should be equipped wth
temperature and humdity gauges that autonatically activate
warning signals if either noves outside the nornal range, or
personnel on duty should periodically check the tenperature and
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humidity in the conputer center and take appropriate actions as
necessary.

(15) The data center should be air conditioned by a

separate s¥st emsufficiently protected from unauthorized access
and made from nonconbustible materials.

_ ~ (16) Ar intakes should be protected against the
I ntroduction of noxious substances.

(17) Backup air conditioning should be avail able.

o (18) The source of electric power should be
sufficiently reliable to assure continued operations and be
adequately protected from unauthorized access.

_ . (19). The conputer center should be backed up by an
uni nterruptible power source system

_ _ (20) Suff-icient generations of files should be
mai ntained to facilitate reconstruction of records.

_ $21) At |east one file generation should be kept at
a location other than the file storage area.

(22) Copies of critical files, application prograns,
system software prograns and critical docunentation should be
stored at an off-site |location and be restricted from
unaut hori zed access.

$23) Backup conputer capacity should exist within
the data center and at an off-site |ocation.

~(24) Critical locations should be provided with the
backup devices of termnals, nodens, and conmmunication |ines.

(25) Backup arrangenents should be docunented and
formal |y agreed upon by all parties concerned.

0 (26) A priority schene should be established at the
site and be approved by nmanagenent, in the event that backup
arrangenents nust be used.

(27) Backup procedures should be periodically
tested.

(28) Of-site materials should be kept up-to-date.
b. Mcroconputer Controls

(1) User %roups shoul d be required to provide
program docunentation for approval prior to using application
sof tware devel oped by the group.
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(2) Aprocedures manual should be developed to
docunment the ‘functions and capabi [it ies of microcompute r-based

syst ens.

| (3) Approval, requisition, and subsequent placenent
of mcroconmputers should be docunent ed.

(4) Managenent ‘approval and user group concurrence
shoul d be secured in instances when data processing personnel
nodi fy applicat ion software packages,

_ _ (5) Managenent approval should be secured before
application software packages are nodified by user groups.

(6) Procedures related to sharing application
prograns and data shoul d be established.

_ (7) Managenent shoul d be established allow ng only
aut hori zed personnel use of mcroconputer resources to protect

%Refﬁata, software, and physical equi pnent from inproper use or
eft.

_ (8) Personnel wth appropriate backgrounds shoul d
be designated to devel op application software and/or to eval uate
application software packages offered by vendors.

_ _ (9) Acquisition should be justified in terns of
obj ectives and benefits to be realized, and the |evel of detail
In the justification docunentation should be kept to a m ninmum
comensurate with need and judicious managenent pract ices.

(10) Witten guidelines should exist on develop-or-
buy alternatives tor application software.

.(11) Hard disks should be backed up onto anot her
storage nmediumon a regqul ar basis.

(12) M croconputers should be stored in a
controlled area.

(13) The boot diskette, used to access a hard di sk,
shoul d be secured.
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